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September 29 - October 2, Hotel Mona Plaza, Belgrade
Dear Colleagues,

Welcome to our Ninth eSecurity Conference!

The international eSecurity Conference is one of the most significant IT events in the re-
gion, which gathers a large number of experts in the field of information security. Every year the
conference brings a big number of educators, hands-on demonstrations, workshops that are about
present threats, sophisticated attack methods, digital life, the internet of things, as well as ad-
vanced defence systems.

The eSecurity Conference follows the latest trends in the field of information security. The
presentations on the conference are grouped into panels. A section of the presentations is dedicat-
ed to banking security and includes electronic and mobile payments, payment cards security, as
well as new trends of payment, blockchain technology and digital currency. There will be presenta-
tions specially dedicated to information system security, standards and regulations, mobile device
security and the internet of things (loT). Additionally, there will be talk about social engi-
neering, phishing attacks and the unavoidable ransomware threats. Also, our friends will
talk about the topics that come after the problem: digital forensics, data recovery systems and
backups.

On the first day of the conference, there will be workshops (hands-on training) that teach ethical
hacking, digital forensics and blockchain security. The workshops are dedicated to people
who want to know what and how something is attacking them and also how to detect the attacks
and stop them from spreading.

Our attendees are mostly IT managers, information security managers, experts in the field of cyber
-crime and digital forensics etc.

Meeting new people and socializing is a big aspect of the conference. During three days of the our
conference you will be able to spend quality time exchanging experiences and knowledge with ex-
perts from different companies.

In addition to lectures, the conference includes a dinner and similar socializing activities.

eSecurity Association
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- CISO as a Service -
- Security Assessment -
- Risk Assessment -
- Vulnerability scanning -
- Penetration testing -

- Cyber security consulting -
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30+

SPEAKERS

GIFTS

FOR ALL
EVERY DAY

www.esecurity.rs www.esigurnost.org

info@esecurity.rs
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3 eSecurity Games

The Ultimate Server Challenge

All eSecurity participants conference will have the opportunity to show and prove that they are
capable of assembling a server and putting it into operation in a short time. This is an invitation
specifically for you, future super admins, to put together a server with all your components at
the conference itself and win the prizes we have prepared for you.

We have prepared a DELL rack server, which needs to be opened and correctly arranged two
processors with coolers, fill memory slots and install two hard drives.

We have prepared prizes for all those who will compete, and for the three participants who will
be the fastest, i.e. in the shortest time, there will be special prizes.

We wish everyone a clear brain and fast fingers during the competition!

Competition rules:
o Each conference participant can participate in the competition only once.
o The competition is organized during the two days of the conference.
« A competitor who damages a server or a component is obliged to replace it with a suitable
one, or to take it with him title Black Grand Prix Admin.
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3 eSecurity Games

Cisco NGFW Speed Challenge

For the first time at the eSecurity conference, a competition in quick configuration of Cisco
NGFW.

All conference participants have the opportunity to try to configure the firewall according to the
assigned task. This is the invitation specifically for you, future super admins, to show your

knowledge at the conference itself and win the prizes we have prepared for you.

We have prepared a Cisco FirePower 1000 series that you need to configure so that it is ready
to use.

We have prepared appropriate gifts for all those who will compete, and prizes and trophies will
follow for the three participants who will make the correct configurations.

We wish everyone success in the competition!
Competition rules:

« Each conference participant can participate in the competition only once.
e The competition is organized during the two days of the conference.

eSecurity Conference 2025, Belgrade
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3 eSecurity Games

Hack the Globe/World

Hack The Globe/World is a capture the flag contest developed and organized by TESSA
Security (formerly CPP Services) where individuals will compete to answer questions in a
“free-for-all” style quiz related to the CyberSecurity field and industry. Everyone will compete
against everyone else individually.

Questions will range from best practices to technical details, points are gained from correctly
answered questions within the given time range. The quiz will get harder as the CTF
progresses, harder questions will net you more points.

Through this challenge we hope to further your interest in the field of cybersecurity so you can
hopefully learn and grow into the industry in the future.

Roles for access:
o Each Participant must register with email and nickname on the platform https://ctf.cpp.mk

Following actions are prohibited, unless explicitly told otherwise by event Admins.

e No cooperation between teams with independent accounts. Sharing of keys or providing
revealing hints to other teams is cheating, don’t do it.

o No attacking the competition infrastructure. If bugs or vulns are found, please alert the
competition organizers immediately.

o Absolutely no sabotaging of other competing teams, or in any way hindering their
independent progress.

« No brute forcing of challenge flag/ keys against the scoring site.

e DoSing the CTF platform or any of the challenges is forbidden.

« By participating in the contest, you agree to release Tessa Security and its employees, and
the hosting organization from any and all liability, claims or actions of any kind whatsoever
for injuries, damages or losses to
persons and property which may be
sustained in connection with the
contest. You acknowledge and
agree that Tessa Security et al is not
responsible for technical, hardware
or software failures, or other errors
or problems which may occur in
connection with the contest.

e If you have any questions about
what is or is not allowed, please ask
an organizer.
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#ACKALIFE HANDS-ON TRAINING

Monday, September 29", 2025

Threat Intelligence: Mapping the Attacker's Infrastructure
Aleksandar Mirkovi¢, Senior Cyber Security Specialist

This one-day #ACKA4LIFE Hands-On Training gives you the opportunity to acquire practi-
cal and immediately applicable knowledge in the field of Cyber Threat Intelligence (CTI) in a
short time.

Through real-world examples and hands-on workshops, you will learn how attackers build and
hide their infrastructure, and how to identify and connect it into a coherent whole — before it
can harm your organization.

What do you get with this course?
e Understanding the key principles of Cyber Threat Intelligence
« Insight into how attackers think and act
« Practical techniques for discovering and mapping infrastructure
e Tools and methodologies used by professional CTl teams
« Specific skills that you can immediately apply in your work

Topics we cover:
« Basics of CTI - strategic, operational and tactical level
o Data sources - OSINT, darknet forums, commercial feeds
o Frameworks and models - MITER ATT&amp;CK, Diamond Model
« Infrastructure mapping - domains, IP addresses, C2 servers, hosting patterns
o Analysis and search tools - Maltego, Shodan, PassiveTotal, VirusTotal...
« Standards for data exchange - STIX/TAXII and integration in SIEM/SOC

eSecurity Conference 2025, Belgrade



ZERO DAY - Sonda 4

Monday, September 29", 2025

#ACKA4LIFE HANDS-ON TRAINING

Threat Intelligence: Mapping the Attacker's Infrastructure

08:45 WELCOME

09:00 BaAsics oF CTl AND DATA SOURCES

10:30 SHORT BREAK

10:45 FRAMEWORKS AND MODELS

12:15 LONGER BREAK

13:15 INFRASTRUCTURE MAPPING

14:45 SHORT BREAK

15:00 ANALYSIS AND SEARCH TOOLS AND STANDARDS FOR DATA EXCHANGE

16:30 Q&A
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08:10

DAY 1

Tuesday, September 30", 2025

WELCOME COFFEE AND REGISTRATION

08:50

09:15

10:00

10:30

Opening Ceremony
Igor Franc, PhD
President of eSecurity Association

Al-Powered Phishing on Steroids - Threat Landscape Overview
Rade Furtula
Presales Manager @ Kaspersky

Cyber Risk - Are You Managing It?
Comtrade Distribution & Trend Micro
Bojan Milovanovi¢
Sales Engineer @ Trend Micro

COFFEE TIME

10:50

11:20

11:50

Power the SOC of the Future - Cisco XDR + Splunk
Comtrade Distribution & Cisco

Dragan Novakovi¢

Security Solutions Engineer @ Cisco

How Intelligence-Led Security Puts You in Control and Enables

Proactive Defense
Ivan Ivkovi¢
Presales Engineer @ Group IB

PANEL DiscuUssSION - CYBERSECURITY RISK MANAGEMENT IN 2025:
PREPARING FOR THE UNKNOWN

Moderator: Luka Milinkovi¢, Security, Governance and Risk Manager @ Symphony

Aleksandar Pavlovic¢, Regional Sales Manager @ Cisco
Nemanja Miljkovi¢, Chief Information Officer @ HORISEN
Branka Susi¢ Nikoli¢, Director of the Information Security Sector
@ Generali Insurance Serbia
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12:30

DAY 1

Tuesday, September 30", 2025

COFFEE TIME

13:00

13:30

14:00

14:30

Turning Silent Data into a Shield of Actionable Intelligence
Mikica lvosevic
Ethical Hacker and Google Hall Of Fame Member @ Abstract

Secure Document Flow within the Organization
Digitron-ist & Brother

Dimitar Hadzhiev

Technical Service Manager @ Brother

One Data Lake to Rule Them All (or Not)

Ivan Dragas
Group Manager Information Security @ SR Technics Group

LUNCH TIME

15:15

16:00

19:00

Phishing Exposed: From Discovery to Takedown
Kristijan Angelovski
Red Team Lead and Threat Intelligence Expert @ TESSA Security
Filip Simeonov
CEO and Cyber Security Expert @ TESSA Security

Smart Defense: Atrtificial Intelligence at the Service of Threat

Intelligence
Aleksandar Mirkovi¢
Senior Cyber Security Specialist @ Secit Security

ESECURITY NETWORKING DINNER

powered by

eSecurity
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ESECURITY NETWORKING DINNER
powered by

eSecurity

Tuesday, September 30", 2025

Splav Viva, Savski kej bb, Blok 45
from 19:00
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DAY 2

Wednesday, October 1, 2025

08:10 WELCOME COFFEE AND REGISTRATION
08:50 The start of the second day
09:00 Through the Looking Glass: Tracking a Jun 2025 Sharepoint 0-day,
Before the World Knew
Vladan Todorovi¢
Director @ Advanced Security Technologies
09:45 Unmasking Deception: Behavioural Psychology Meets Cyber Security
Goran Koji¢
Chief Expert in Forensic Psychological Analysis and Polygraph Examinations
@ National Center of Criminal Forensic, Ministry of Interior, Republic of
Serbia
10:30 COFFEE TIME
10:50 From Threats to Insights: Cyber Threat Intelligence in Practice
Milos Skalusevi¢
Senior Security Engineer @ Clico
11:20 Guardians and Impostors: Al's Double Role in Cybersecurity
Aleksandar Linc-Dordevi¢
Managing Director @ DSC
11:50 PANEL DiscussION - DEEPFAKE, Al, AND IDENTITY FRAUD:

Is TRUST IN DIGITAL IDENTITY DEAD?

Moderator: Aleksandar Linc-Bordevi¢, Managing Director @ DSC
Srdan Simovic, Director of Operations @ DCT
Dragan Pleskonji¢, Founder & CEO @ GLOG.AI
Ana Milovanovi¢, Head of Digitalization Unit @ NALED
Nenad Bogunovi¢, Chief Inspector at the Service for Combating Cybercrime
@ MOI SERBIA
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12:30

DAY 2

Wednesday, October 1, 2025

COFFEE TIME

13:00

13:30

14:00

14:15

14:30

Cybersecurity Resilience Transformation
Jovan Bogicevi¢, Senior Manager, Cybersecurity lead for Serbia, Bosnia and
Hercegovina, Montenegro @ Ernst and Young

From Regulation to Resilience: EU Al Act and the Path to

Secure-by-Design Al
Igor Simovski
Lead Cyber Security Architect @ Resideo

DARSOC - Complete Protection, Tailored to Your Needs!
Veljko Bijeli¢
SOC Analyst @ DARSOC

eSecurity Games

The Ultimate Server Challenge
Cisco NGFW Speed Challenge
Hack the Globe/World

LUNCH TIME

15:15

16:00

16:45

Glog.Al - From Reactive to Predictive: Architecting the Future of

Al-Driven Cybersecurity
Dragan Pleskonji¢, Founder & CEO @ GLOG.AI
Vladimir Jeli¢, CTO @ GLOG.AI

Mastering Microsoft Defender for Vulnerability Management:

From Discovery to Remediation
Uro$ Babi¢
Cybersecurity expert, Microsoft Security MVP, MCT

CLOSING CEREMONY

Igor Franc, PhD
President of eSecurity Association

eSecurity Conference 2025, Belgrade



@M@



WORKSHOP DAY - Sonda 4

Thursday, October 2", 2025

09:00 COFFEE TIME
09:15 ViISION ONE PLATFORM - HANDS ON DEMO
Bojan Milovanovi¢
Sales Engineer @ Trend Micro
11:30 COFFEE TIME
11:45 KICS DEEP DIVE: SECURING OT ENVIRONMENTS
Rade Ristanovi¢
Senior systems and security engineer @ PROMETRA DOO
14:00 COFFEE TIME
14:15 Cisco SECURE AcCESS - CAPTURE THE FLAG

Viktor Kirchev
Security Solutions Engineer at Cisco

NI
CISCO
Distributor
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