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October 7 - 10, Hotel Mona Plaza, Belgrade
Dear Colleagues,

Welcome to our Eight eSecurity Conference!

The international eSecurity Conference is one of the most significant IT events in the re-
gion, which gathers a large number of experts in the field of information security. Every year the
conference brings a big number of educators, hands-on demonstrations, workshops that are about
present threats, sophisticated attack methods, digital life, the internet of things, as well as ad-
vanced defence systems.

The eSecurity Conference follows the latest trends in the field of information security. The
presentations on the conference are grouped into panels. A section of the presentations is dedicat-
ed to banking security and includes electronic and mobile payments, payment cards security, as
well as new trends of payment, blockchain technology and digital currency. There will be presenta-
tions specially dedicated to information system security, standards and regulations, mobile device
security and the internet of things (loT). Additionally, there will be talk about social engi-
neering, phishing attacks and the unavoidable ransomware threats. Also, our friends will
talk about the topics that come after the problem: digital forensics, data recovery systems and
backups.

On the first day of the conference, there will be workshops (hands-on training) that teach ethical
hacking, digital forensics and blockchain security. The workshops are dedicated to people
who want to know what and how something is attacking them and also how to detect the attacks
and stop them from spreading.

Our attendees are mostly IT managers, information security managers, experts in the field of cyber
-crime and digital forensics etc.

Meeting new people and socializing is a big aspect of the conference. During three days of the our
conference you will be able to spend quality time exchanging experiences and knowledge with ex-
perts from different companies.

In addition to lectures, the conference includes a dinner and similar socializing activities.

eSecurity Association
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- CISO as a Service -
- Security Assessment -
- Risk Assessment -
- Vulnerability scanning -
- Penetration testing -

- Cyber security consulting -
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30+

SPEAKERS

GIFTS

FOR ALL
EVERY DAY

www.esecurity.rs www.esigurnost.org

info@esecurity.rs
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#ACK OR BE #ACKED — CTF GAME

powered by
CPP Services

CTF Game on eSecurity

Capture the flag game: Hack or be hacked, is starting. And this time it is powered by
CPP Services.

Together with our friends from CPP Services we prepared:
- WarmUp challenges that will be published on Conference Website from May until
October
- Two day hands-on challenges with the CTF environment especially designed by CPP
Services for our Conference

An idea of this game is to train our black-hat thinking, and our skills with different security
tools, but also to have fun and be in contact.

First five colleagues that manage to finish all WarmUp challenges will get free Conference
tickets. And CPP Services prepared great prices for those that manage to solve the puzzle on

the Conference.

Follow HoBH page in our Website for all the details about registration and the game itself.
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#ACKALIFE HANDS-ON TRAINING

Monday, October 7', 2024

C2 Threat Hunting

Aleksandar Mirkovic
Cyber Security Consultant @ SECIT SECURITY

Through this hands-on training, you will gain practical knowledge in threat hunting, with a spe-
cial focus on the identification and analysis of Command and Control (C2) servers. Partici-
pants will learn through hands-on activities how to identify and neutralize threats that utilize
C2 infrastructure for attacks.

Participants will master the basic threat hunting techniques aimed at identifying C2 servers
using Network Detection and Response (NDR) tools. The workshop will cover key aspects of
tool installation and configuration, PCAP file import, and demonstrate concrete techniques for
network traffic analysis.

Module 1 — Introduction to Threat Hunting and C2 Servers

Module 2 — Tool Installation and Configuration, Data Import and Analysis
Module 3 — Identification of C2 Communications

Module 4 — Advanced NDR Techniques and Hands-on Practice

Prerequisites: Basic knowledge of network protocols. Experience with network traffic analysis
tools (e.g., Wireshark, Zeek/Bro, or similar) is preferred. A laptop with at least 16GB RAM, an
i5 processor, and 100GB of disk space is required.

Expected outcomes: Participants will be equipped with practical knowledge for identifying and
analysing C2 activities in network traffic. They will be able to apply the learned techniques in
their daily professional tasks to more effectively protect their organizations from advanced
threats.
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08:45
09:00
10:30
10:45
12:15
13:15
14:45
15:00
16:30

ZERO DAY

Monday, October 7', 2024

#ACKA4LIFE HANDS-ON TRAINING

Title of Hands-on Training

WELCOME
INTRODUCTION TO THREAT HUNTING AND C2 SERVERS
SHORT BREAK
TooL INSTALLATION AND CONFIGURATION, DATA IMPORT AND ANALYSIS
LONGER BREAK
IDENTIFICATION OF C2 COMMUNICATIONS
SHORT BREAK
ADVANCED NDR TECHNIQUES AND HANDS-ON PRACTICE

QeA

eSecurity Conference 2024, Belgrade






08:10

DAY 1

Tuesday, October 8", 2024

WELCOME COFFEE AND REGISTRATION

08:45

09:05

09:20

10:00

10:30

Opening Ceremony
Igor Franc, PhD
President @ eSecurity Association

Keynote Speech
Milan Vojvodi¢, Head of Regulatory Affairs, Information Society and
Information Security Sector @ Ministry of Information and Telecommunications

Step on Quicksands - How to Detect Darkweb Threats
Yuliya Novikova
Head of Digital Footprint Intelligence @ Kaspersky

Trend Vision One - Way Cybersecurity Platform?
Comtrade Distribution & Trend Micro
Bojan Milovanovi¢, Sales Engineer @ Trend Micro

COFFEE TIME

10:50

11:20

11:50

Al Driven Security Operation
Bozidar Beli¢
Service Director @ Crayon

The Evolution of Network Security: Embracing SASE for Modern

Enterprises
lvan Strbac
Lead Security Engineer @ Check Point

PANEL DiscUssSION - THE IMPACT AND CHALLENGES OF THE NEW

LAW ON INFORMATION SECURITY AND INTERNATIONAL DIRECTIVES
Moderator: Aleksandar Mirkovi¢, Group Security Execution Lead @
A1 Telekom Austria Group
Milan Vojvodi¢, Head of Regulatory Affairs, Information Society and
Information Security Sector @ Ministry of Information and Telecommunications
Ana Milovanovi¢, Regulatory Reform Manager @ NALED
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DAY 1

Tuesday, October 8", 2024

12:30 COFFEE TIME
13:00 Cracking the Code Exploring Cybersecurity Trends and Al Defenses
Eran Danino, Regional Territory Sales Manager SEE @ Radware
David Azar, Presales @ Radware
13:30 The Synergy of Al and SOC'’s: Paving the Way for Autonomous
Cybersecurity
Peter Lechman
Director, Enterprise Sales, Eastern Europe @ SentinelOne
14:00 Centralized Security: Safeguarding Systems from Malicious Activity
Luka Frenc
CISO @ Fiksni Online
14:30 LUNCH TIME
15:15 Techniques to Detect Hacking Attacks (Use Case)
The Best Practices
Filip Simeonov, CEO and Cyber Security Expert @ CPP Services
16:00 How to Integrate Threat Intelligence and ASM as part of Risk
Management
Aleksandar Mirkovi¢
Cyber Security Consultant @ SECIT SECURITY
19:00 ESECURITY NETWORKING DINNER

powerd by

Kolubara u Soru, Zorza Klemansoa 27
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ESECURITY NETWORKING DINNER
powered by

Check Point
Tuesday, October 8", 2024

Kolubara u Soru, Zorza Klemansoa 27
from 19:00

eSecurity Conference 2024, Belgrade









08:10

DAY 2

Wednesday, October 9", 2024

WELCOME COFFEE AND REGISTRATION

08:50

09:00

09:20

09:35

10:00

10:30

The start of the second day

Next-Gen Al Security for loT: Ultra-Lightweight, Self-Learning
Protection

Marko Stankovi¢, Security Expert @ Advanced Security Technologies
Vladan Todorovi¢, Director @ Advanced Security Technologies

Psychological Aspects of Crime in Cyberspace
Goran Kaoji¢, Chief Expert in Forensic Psychological Analysis and Polygraph
Examinations @ National Center of Criminal Forensic, Ministry of Interior,
Republic of Serbia

Myths and Facts About Crypto Scams
Sanja Ugrici¢ Pavlovi¢, President @ ACFE Serbia
Miroslava Gacesa, President @ ACFE Serbia

Emotional Intelligence and Technology: The Invisible Shield of
Tomorrow’s Cybersecurity

Masa Andi¢, Founder @ Pleione Academy

COFFEE TIME

10:50

11:20

11:45

If SOAR |Is Dead, Like Gartner Said Then Long Live the Imperum

SecOps Platform
Senad Aruc
CEO @ Imperum

Old Foes, New Risks: How Al Is Changing Cyber Attacks
Aleksandar Linc-Bordevi¢
Managing Director @ DSC

PANEL DiscussiON - APPLICATION OF Al IN CYBERSECURITY

Moderator: Aleksandar Linc-Bordevi¢, Managing Director @ DSC
Ziga Benedik, Regional Account Manager (Adriatic) @ Trend Micro
Luka Anicin, CEO & Atrtificial Intelligence Consultant @ Datablooz
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12:30

DAY 2

Wednesday, October 9", 2024

COFFEE TIME

12:50

13:00

13:30

13:40

14:30

Empowering Security Through Visibility: SolarWinds HCO for a

Resilient Defense
Dmytro Borovyk, Regional Sr. Solutions Architect CEE/CIS @ SolarWinds

Cyber Security Risk Management
Jovan Bogicevic
Senior Manager, Cybersecurity Services @ Ernst and Young

Navigating People-Centric Security: From Awareness to Culture

Zoran Dobrosavljevic¢
CEO @ Abstract

Cyber Security Community Village
Super Admin Days
Bezbedan Balkan
Cyber Hero
Women4Cyber Serbia Chapter
Faculty of Science, Kragujevac
Tilda
HackLab
ACFE Serbia Chapter

LUNCH TIME

15:15

16:00

16:45

One Layer Away from Disaster: Insights from the Frontlines of

Cybersecurity
Mikica IvoSevi¢, Ethical Hacker and Google Hall Of Fame Member @ SEIF

Physical Security Management

Zlatko Stjepovic
CTO @ TOSOLUTION

CLOSING CEREMONY

Igor Franc, PhD
President @ eSecurity Association
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WORKSHOP DAY

Thursday, October 10", 2024

Schonda 3
11:00 RADWARE COFFEE TIME @ SCHONDA 3
11:15 CRACKING THE CODE WITH LATEST LIVE ATTACKS
David Azar
Presales @ Radware
Schonda 4
08:45 CRAYON COFFEE TIME @ SCHONDA 4
09:00 UNIFIED SECURITY OPERATIONS WITH MICROSOFT SENTINEL,
DEFENDER XDR AND SECURITY COPILOT
UroS Babi¢, Microsoft Security MVP,
MCT Security Team Lead @ Crayon
11:00 KASPERSKY COFFEE TIME @ SCHONDA 4
11:15 KASPERSKY XDR, STEP BY STEP...
Danijel Jovanovi¢
System Administrator @ JAPI com
13:15 TREND MiICRO COFFEE TIME @ SCHONDA 4
13:30 CAPTURE THE FLAG - IN THE ROLE OF SOC ANALYST

Bojan Milovanovic
Sales Engineer @ Trend Micro
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eSecurity Conference
September 2025

to be continued...



