Preventive security with
security automation

Agenda

1. Cybersecurity transformation
2. EY Cybersecurity framework

3. Preventive security
4. Application security automation
5. Infrastructure Automation
6. Infrastructure – Automation use case
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About us
Jovan Bogićević
Manager
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consultant
Cybersecurity services, EY
Serbia
Escape room

Arsenal fest, Kragujevac
Faculty of Organisational Science

„Skadarlija“

EY here and now

Strong Consulting
practice, including more
than 80 developers,
system architects and
DevOps in EY Serbia

400
experts

500+

Established
experienced Cyber
team

clients

3 countries
Serbia
Montenegro
Bosnia&Herzegovina

Cybersecurity and digital transformation:
A challenging relationship

1.

Cyber security
and digital
transformation
are vital to
many
businesses, but
they are not
often aligned

2.

Organizations
seeking to drive
and sustain
successful
innovation need
to align and
consider
converging this
functions

3.

Embedding
cybersecurity in
the Digital
Transformation
process can be a
business
enabler rather
than a detractor
of progress

►

87% of
executives and
board members
lack of
confidence in
their
organization’s
level of
cybersecurity,
citing agility as a
key challenge

Cybersecurity transformation in a nutshell
►

Cybersecurity transformation services help companies tackle the many security challenges
they face on a daily basis, and develop effective solutions using people, processes and
technology - enabling better security and risk decisions, reducing costs related to managing
security risk decisions, reducing costs related to managing security risk, and improving their
information security posture. We are in the next wave of cybersecurity, requiring
organizations to think about how they allocate resources.
Insights from our Global information security survey

87% of respondents say they
need up to 50% more
cybersecurity budget.

36% of boards have sufficient
cybersecurity knowledge for
effective oversight of cyber
risks.

89% say their cyber security
function does not fully meet
their organization's needs.

12% feel it is very likely they
would detect a sophisticate
cyber attack.

63% of organizations still keep
cybersecurity reporting mostly
within the IT function.

57% do not have, or only have
informal, threat intelligence
program

EY Cybersecurity framework supports trust in systems, design and data to help
organisations take more risk, make transformational change and enable innovation
with confidence

Cyber
strategy, risk,
compliance
and resilience

Data
protection
and
privacy

Architecture,
engineering
and emerging
technology

Next
generation
security
operations
and response

Cybersecurity
and business
resilience
overview

Identity and
access
management

Cybersecurity balancing

Information security programs struggle with the balancing act:

Cost

Are our information security
capabilities efficient and effective?
► Right resources?
► Right initiatives, processes and
technologies?
► Right investments?
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Risk

Does our information security
program currently:
► Manage enterprise security risk?
► Adequately protect us from new
and emerging threats?
► Identify gaps, and remediate root
cause security issues?
► Proactively respond to changes in
the business and regulatory
environment?

Value

Will our information security
program:
► Keep us competitive?
► Protect brand image and value?
► Protect assets of most importance
to the organization?
► Enable new business initiatives?

Cyber program Assessment – first steps in preventive security

Governance, operating
model and organization

Data
Protection
and
Privacy

Data protection

Privacy

Metrics and
Reporting

Policy and
standards
Cyber risk
management
Security
Education
and
Awareness

Identity and
Access
Management

Security
Architecture
and
Engineering

Identity and Access
Management

Governance, Risk, and Compliance

IT Asset Management
Resilience

Organizational Partnerships

Business & IT strategy

Physical security

Governance, Risk, and Compliance

Insider Threat

Security
Architecture and
Engineering

Security
Infrastructure

Secure Software
Development and
Management

Product Security

Cloud Security

Operational Technology
Cyber
compliance

Third party and supply
chain risk management

Security
Operations

Vulnerability
Identification &
Remediation

Threat
Intelligence

Security
Monitoring

Incident
Response

Cyber program Assessment – first steps

Client A vs. average benchmark across Banking & Capital Markets

ClientA

Banking & Capital Markets

Architecture
What are the organization's defined and
dedicated security architect roles?

Software Security
Does organization use techniques for
application security in development stages?

Vul. Identification & Remediation
Threat Intelligence
Third Party Management
Strategy

Architecture
5
Asset Management
Awareness
4

3
2

BCP/DR
Data Protection

1
Software Security

0

Governance and Organization

Security monitoring
Are application logs stored centrally and made
searchable (indexed)?

IAM
Is there a tool that supports the User Access
management process?

Security Monitoring
Privacy

Host Security
Identity and Access Management

Policy and Standards
Incident Response
Operations
Metrics and Reporting
Network Security

Application Security Automation

Application Security Risks

Authentication and authorization
Open Source
vulnerabilities

Misconfiguration

Ignoring security during early development

Inadequate logging

Data leakage
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Application Security

Application Security Techniques
SAST tools analyze application source code to
discover security vulnerabilities, and suggest
remediations
Web Application
Firewall (WAF)
Static
Application
Security Testing
(SAST)

Runtime
Application SelfProtection
(RASP)

Dynamic
Application
Security Testing
(DAST)

Software
Composition
Analysis (SCA)
Interactive
Application
Security Testing
(IAST)
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Application security

DAST tools scan code running in production,
to identify vulnerabilities and security
weaknesses.
IAST is a hybrid approach that combines SAST
and DAST tools. It is a combination of whitebox approach and black-box approach.
SCA tools test source code to create a bill of
material (BOM) of software components, with
a special focus on open-source components.
RASP is combination of SAST, DAST and IAST
approaches. Primarily tests applications
deployed in production.
WAF is a type of firewall that filters and
monitors HTTP/HTTPS communication,
detecting and blocking malicious traffic.

DevSecOps
C

Culture

Everyone working toward a
shared goal, collaborating
with a desire to continuously
improve. Threat landscape

Sharing

Shared responsibility for the
security of the application
portfolio, including creating
security as code.
Penetration Test

A Automation
Minimizing human
interaction by utilizing
tooling to automate time
consuming and errorprone tasks.
SAST

L

Lean

SEC

Reducing or removing
bottlenecks by shortening
feedback loops and
leveraging standardization
to scale. Focus on small
batch sizes.
DAST
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S

Application security

Measurement

M

Measuring everything to
generate intelligent analytics
and key metrics which supports
informed security decisions.
RASP, Log management

Infrastructure Automation

Infrastructure Automation Benefits
Infrastructure as Code (IaC) is the provisioning, configuring, and
management of infrastructure through formatted, machine-readable files.
IaC works with infrastructure as a service (IaaS) and has been adopted by
organizations to develop and deploy scalable cloud implementations faster
and at reduced costs. IaC uses descriptive language for coding more
adaptive provisioning and deployments.

Benefits
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Faster
development
lifecycle

Accuracy and
consistency

Visibility and
accountability

Version
control

Support for
DevOps

Tools

Use cases

Process

Infrastructure Automation Examples
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Configuration
management

►
►

Automated
provisioning
Application
deployment

Business and
Security

Orchestration

►

Deploying, managing
and orchestrating
resources with
custom cloud
providers

►
►
►

UAM workflow
Custom SIEM
Vulnerability
management

Use Case - UAM automated workflow

4
HR
Database

HR
1
1

2

Support

2
12

3

5

3

5

6
User
Directory

New
employee

Mailbox

UAM
Automation
Black Box
Standard
privileges

7

VPN

6
10
Business app
owner
9

Manager
8

JIRA
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App. admin

11

4

Request BAC
privileges

Hvala na pažnji

Jovan Bogićević – Manager
Email: jovan.bogicevic@rs.ey.com | tel: +381 62 416 819

Strahinja Soskić – Senior Cybersecurity Consultant
Email: jovan.bogicevic@rs.ey.com | tel: :+381 69 807 3663

